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UBC Information Security Standards
Variance Request Form
Instructions
This form has been issued by the Chief Information Officer (CIO) to support Requesting Variances from Information Security Standards. 
Completed forms and any supporting documentation must be submitted to information.security@ubc.ca. UBC Cybersecurity will review the request, and in consultation with the listed Technical Contact and subject matter experts, draft a variance that reasonably addresses the risks pertaining to a deviation from the standards, and submit for approval to the CIO.
	Submission Date
	  

	Approval Date
	  


CONTACT INFORMATION
	Faculty / Department / Unit
	   

	Administrative Head of Unit
	Name
	   

	
	Title
	   

	
	Email Address
	   

	Delegate for Administrative Head of Unit (optional)
	Name
	   

	
	Title
	   

	
	Email Address
	   

	Technical Contact
	Name
	   

	
	Title
	   

	
	Email Address
	   


BASIC SUMMARY
	Provide a brief description of the requested variance.

	






	Applies to ISS #:
	     
Specify standard, including section number(s).


DETAILS
	Why is the variance warranted? Provide as much detail as possible as to why you wish to deviate from the specified standard(s).

	







Expected Duration
	How long would this variance need to be in place?

	






COST and RESOURCE IMPLICATIONS
	Provide an analysis of the cost and resource implications to meet the requirements in the standards.

	










Risk Analysis
	Provide an analysis of the risks associated with not meeting the specified standard.
If known, include specific CVEs and exploitability. If applicable, include the type of information that is at risk, including quantity of records and Information Security Classification of records.

	










	How important is the system or service to your Unit? In what ways is it key to how the department operates?

	






Variance Scope
	How many people does this apply to? How many departments is it likely to apply to?

	







Compensating Controls
	What compensating controls are you putting in place to manage the risks of granting the variance? Are there any performance impacts due to those controls?
Note that compensating controls should provide as much protection as adherence to the standard would provide.

	


















Supporting Documentation
As appropriate, include the following attachments:
· Logical Network Diagram(s) 



ADDITIONAL COMMENTS



APPROVAL
☐ The Administrative Head of Unit or their Delegate has reviewed and approved this request.
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