INFORMATION SECURITY GUIDELINE

How to Encrypt Files Using Common Applications
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Introduction

1. This guideline has been issued by the to supplement the standard.

Compliance with this guideline is recommended, but not mandatory. Questions about this guideline may be referred to

2. This document explains how to use the following commonly used applications to securely encrypt files:

Product' Version Purpose

. . 2007 or later for Windows, Encrypt Word, Excel & other MS Office files for e-mail or
Microsoft Office 2

2008 only for Mac storage

7-Zip 9.2.0 Compress and encrypt files to attach to e-mail
AES Crypt 3.08 Encrypt files to attach to e-mail
WinZip 9 or later Compress and encrypt files to attach to e-mail
WinZip Courier 3.5 Compress and encrypt files to attach to e-mail

' Technical specifications for these encryption tools can be found in
2 does not encrypt files; see the following links for & specific information.

3. Other applications (e.g. OpenOffice, LibreOffice) that provide encryption features should be used with caution as they
have not been assessed by UBC IT for the strength of their security.

4. Applications that store information on servers located outside of Canada (e.g. Google Docs, Office 365, DropBox)
should never be used for files containing because this type of information must always be stored
in Canada.
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https://cio.ubc.ca/sites/cio.ubc.ca/files/documents/standards/Std%2005%20Encryption%20Requirements.pdf
mailto:information.security@ubc.ca
https://support.office.com/en-us/article/help-protect-your-privacy-252a47ec-1b31-4fd0-8450-e66d6c2de950?ocmsassetID=HA102927349&CTT=5&origin=HA102928651&CorrelationId=5e6e29b0-056d-448f-ba08-03e66453734f&ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/password-protect-a-document-in-word-for-mac-5dc20870-62ea-43b1-ab0b-39426a57cff1?ocmsassetID=HA102928651&CTT=5&origin=HA102927349&CorrelationId=f721c16a-591c-4673-af53-92ed67728eba&ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/require-a-password-to-open-or-modify-a-workbook-10579f0e-b2d9-4c05-b9f8-4109a6bce643?ocmsassetID=HA102927995&CTT=5&origin=HA102927349&CorrelationId=b7e6df63-fdf8-44c0-bf48-f3dfe769e669&ui=en-US&rs=en-US&ad=US

Safely Delivering the Encryption Password to the Recipient

5. When encrypted files are shared with third parties, they will need the Password or Passphrase to open the file. The
Password/Passphrase should be provided to the recipient by telephone, regular mail or in person. It should not be
shared via e-mail as this is not a secure method of communication. If the individual is receiving encrypted files on a
regular basis, it is acceptable to use the same Password/Passphrase for all of these files, as long as it is changed at
least once per year.

How to Encrypt Files Using Microsoft Office 2007 or Newer

6. Microsoft Word, Excel, and PowerPoint 2007 (or newer, with the exception of Office 2011 for Mac — see section 2
above) encrypts information using a “Protect” function; this function does not simply password protect a file, but fully
encrypts it using AES encryption. The instructions below show how to encrypt a Word document; Excel and
PowerPoint has very similar functionality.

a. With your document open, select the “File” tab.
b. Click “Info” then select the “Protect Document” button with the downward pointing arrow.

Home Insert Page Layout References Mailings Review View

H Save 2 L :
o Information about How to use Microsoft Office Word To ...
Fu, 2AVE As

+ envices\Documentation\Encryption\How to use Microso ice Word To Encypt.docx

O:MIT Servicesi\D ion\Encrypticn\H Mi ft Office Word To Encypt.d
[ Open
l_j Close B

L Permissions
_ ‘_Iilgl; Anyone can open, copy, and change any part of this document.
Protect

Recent Document =
Mew

o Prepare for Sharing
Print [ ﬂ Before sharing this file, be aware that it contains:
= Document properties and author's name

Check f
Save & Send I:ucesvm Content that people with disabilities are unable to read
Help
] Options : Versions
@ AD"] IE_j Today, 10:11 AM (autosave)
Exit
Manage
Versions -
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c. Select the “Encrypt with Password” entry from the dropdown list, which will then prompt you for a

password.
Encryption
Qutlining Home Insert Page Layout References Mailings Review View
| save : ;
e Information about Encryption Tools and How
e QAT Services\Decumentation\Encrypticn\Encryption Toecls and How.docx
_j Cpen
[d Close

Permissions

m J?a;' Anyone can open, copy, and change any part of this document.,

Protect
Recent Document =
& Mark as Final
e =T Let readers know the document is final
and make it read-only.
Print f=) Encrypt with Password that it contains:
Fequire a password to open this uthor's name
Save & Send ETHEN sabilities are unable to read
Restrict Editing
Help %] Control what types of changes people
can make to this document,
] Options Restrict Permission by People
_@ iGrant people access while removing £
@ Exit their ability to edit, copy, or print.

L Add a Digital Signature

_Q Ensure the integrity of the document
by adding an invisible digital signature.

Encrypt Document

Encrypt the contents of this file

Password:

Caution: If you lose or forget the password, it cannot be
recovered, Itis advisable to keep a list of passwords and
their corresponding document names in a safe place.
(Remember that passwords are case-sensitive.)

Ok ] [ Cancel
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d. Once the file is encrypted, the password will be required to open the file.

Home Insert Page Layout References Mailings Review View
H Save ; ; .
o Information about How to use Microsoft Office Word To ...
g, Save As
QAT Services\Decumentation\Encryption\How to use Microsoft Office Word Te Encypt.docx

= Open
_j Close Fan

Y Permissions

m ‘—I-%E,'; (&7 A password is required to open this document.
Protect

Recent Docurnent -
Mew

= Prepare for Sharing
Print [ j Before sharing this file, be aware that it contains:

!_ Document properties and author's name

Check for e

Save & Send P Content that people with disabilities are unable to read
Help
=] Options : Versions

g ) There are no previous versions of this file,
3 Exit

Manage
Versions ~

e. To decrypt the file, follow the above steps and when prompted for the password, remove the password
and save the file to a secure network location or encrypted device. The file can now be opened without
providing a password.
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How to Encrypt Files Using 7-Zip

7. 7-Zip is an open source application providing file level based encryption the latest version is available at http://www.7-
zip.org/
a. Right click on the files or folder you wish to encrypt and select “7ZIP add to archive”. You will see the
following dialogue box.

PAdd to Archive

Archive:

Archive format: Update mode:

[.ﬁdd and replace files

Compression level:

Cptions
[] Create SF¥ archive

Compression method:

Dictionary size: [ Compress shared files

Word size:

Encryption

Solid Block size: Ertter password:

MNumber of CPL threads:
Reenter password:

Memary usage for Compressing:
Memary usage for Decompressing: [7] Show Password
Split to volumes, bytes: Encryption method:

Encrypt file names

Parameters:

b. Select or create the name of the archive about to be created, leaving the balance of settings as is. In the
Encryption section, provide a strong password and ensure that AES-256 is selected, and then select
“OK”. This creates the name of the archive with a .7z extension and will require the password to open
and decrypt the archive.
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http://www.7-zip.org/
http://www.7-zip.org/

How to Encrypt Files Using AES Crypt for Windows

8. AES Cryptis an open source application providing file level based encryption the latest version is available at
http://www.aescrypt.com/
a. Install AES Crypt on your system.
b. Open Windows Explorer and select a file to be encrypted, right click on the file, and select AES Encrypt
from the drop-down menu.

Open

Edit

[ew

Print

Save s,
ax AES Encrypl

c. Enter a strong password and select OK. This will create a file with the same name but with an .aes

extension.
AES Crypt Password
Enter pazsword:
[l 4
Confirm password:
@uv| v Computer » avtromba (\\gradsrv2iusers) (H:) » my stuff » _FOGS » - | ¢¢| | Search
Organize » 2 Open » New folder
Pt i Name Date modified Type Size
L i
Bl Desktop . Dean 02/02/201010:57 ...  File folder
& Downloads .. Office of the Dean 27/03/201212:34 ... File folder
'\.'__-_ Recent Places .DS_Store 07/10/2008 12:56 ... D5 _STORE File 16 KB
] Annual Report 2004.doc 03/09/2004 12:36 ...  Microsoft Word 9., 34 KB
7l Libraries |£| ' Computer configuration IMAC. pdf 25/08/2011 2:50 PM  Adobe Acrobat D... 793 KB
E} Documents B Computer Resourcing.doc 2 /2002 1:58 PM  Microsoft Word 9... 20KB
o Music . Computer Resourcing.doc.aes Z /20121:12 PM  AES Crypt Encrypt... 20 KB
=] Pictures B Computer System Matching Program.doc 02511 PM  Microsoft Word 9.., 210 KB
—

d. Depending upon where the original file is located, it may be necessary to delete it.
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http://www.aescrypt.com/

UBC
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How to Encrypt Files Using AES Crypt for Mac

9. AES Cryptis an open source application providing file level based encryption the latest version is available at
http://www.aescrypt.com/ The Mac version of AES Crypt offers a simple to use drag and drop GUI to enable you to
securely encrypt and decrypt files on your Mac. The Mac version of AES Crypt was created from the source code
created for Linux. It works exactly like the Linux version. If you want to use the command-line option, please refer to
the page for examples of how to use AES Crypt on the Mac.

a. Enter a strong password.

| AESCrypt |

——

Enter password for decryption

b. An important note is that the GUI application is actually a script that executes the command-line version
created for the Mac. To install the GUI application, just Click on the 'AESCrypt' package and follow the
prompts.

c. The best way to use the tool is to drag the AESCrypt application to the Dock and drop files to be
encrypted on it. To decrypt, find the file in the same directory where the original file was located, which
will have an AESCrypt Icon associated with it and double click it.

d. Depending upon where the original file is located it may be necessary to delete it.
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http://www.aescrypt.com/
http://www.aescrypt.com/linux_aes_crypt.html

How to Encrypt Files Using WinZip

10. The current version of WinZip is available at . It should be noted that WinZip licensing
is not free of charge outside of the trial period. There is a version for Windows and a version for Mac.
a. To create an encrypted zip file from the menu, select “Add” from the menu bar.

B| WinZip (Evaluation Yersion) - NewZip.zip
File Actions Wiew Jobs Options Help  Buyw Mow!
@ |
B

F:avorites Add Wiew Skyle

Activate WinZip before your trial runs out!
Purchase risk-free TODAY from our secure online shop.

RRAAR g

® ONET editorsrating. i

Modified Size | Ratio Packed | Path

Selected O files, O bytes Total 0 Files, 0 bytes

b. Select the documents to zip and encrypt, ensuring to check the “Encrypt added files”.

Loolk in: '_j kA Documents

@

Dezkiop

I add-in Express
dM'y' Music
.;ﬂM':.-' Pictures
L1 onekokte Mokebooks
T .| 4prsaesos

..-J; P RS3550

SPREZ171

P RooIOT

Ig]'-.-‘-.-‘inzip screen shoks

kdp Documents

kA Camputer

-
kAy M etwork,

Places File name:

Add

Help

Add [and replace] files [

Compresszion

Add with wildcards |

Current: Zip: Legacy [compatibiliby]

[ Change Compression. ..
Archive Attributes
[ Inciude only if archive attribute is set
[] Reset archive attribute

Options Folders
Iyt [[] Save full path info
[ Include spstem and hidden files [ Include subfolders

INFORMATION TECHNOLOGY

6356 Agricultural Road, Vancouver, BC V6T 122

8

Last Revised: March 2020 www.it.ubc.ca



https://www.winzip.com/win/en/prodpageec.html

C.

L

WinZip Caution

N

[]oon't display this message in the fukure

‘fou should be aware of the advantages and disadvantages of
the various encryption methods before using this Feature,
Please click on Help For more information, particularly if this is
the first ke you are using encrypkion,

oK, |[ Help ]

Because WinZip has three levels of encryption, the following Caution message is displayed. Select OK.

d. Enter a strong password and select “256-Bit AES”. Then select OK and the process of compression and

encryption will begin.

r

Encrypt

MWOTE: This password will remain in effect For all files that vou add bo or

exkract fram this archive until the archive is closed.

PASSWORD POLICY: Password must be at least 8 characters long.

Enter passward:

stk

Re-enter password (For confirmation):
EE S Bt s

Hide the password

Encrypkion method

() Zip 2.0 compatible (weakfportable) About Encryption
() 128-Bit AES (strong)
{®) 256-Bit AES (stronger)

e. Once the file is encrypted, the password will be required to open the file.
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How to Encrypt Files Using WinZip Courier

11. WinZip Courier allows you to encrypt attachments as you are sending them (please note that some email service
providers, such as Gmail, do not accept encrypted ZIP file attachments). The latest version of WinZip Courier is
available at . This is product requires a paid licence. Once installed,
WinZip courier will work with the following e-mails clients; Microsoft Outlook 2003, 2007 and 2010. If you are a Mac
user, Apimac has a product called Encrypt Email for Mac, which provides similar services as WinZip Courier, for more
information see: .

a. Once installed, WinZip Courier will be added to the Outlook ribbon/toolbar.

1 Cutlook Today - Microsoft Outlook
|| Home | send/Receive  Fouder vie
g -
=L % %y (N Find a Contact = =
T = / i =8
B¢ Team E-mail 7 — [E) Address Book =
Mew  New Rules Caurier
B [ireo &Junkv 7 Create New - - r -
New Delete Respond Quick Steps Move Tags Find WinZip Courier|
4 Favorites K
X Wednesday, November 7, 2012
= inbox
e | il Calendar Tasks
4 alantromba@ubc.ca B Thursday
4[5 Inbox » PIA Reviews (Paul's office)
3 Community of Practice Information Security COP (UBC IT R-RM Klinck Rm.453)
[ Jennifer Radford EMR goals and next steps (UBC IT R-RM Klinck Rm. 453)
>3 Lary Friday
[ Paul
3 P Sunday
473 Projects
[ AD-Astra Replacement
3 Animal Care RFP
3 Auth2 replacement for SIS & PS
3 Backup & Recovery
[_d Brand Manager
L3 BRC
Cad caps
[ Dentistry Clinic
L3 EAD\AD Integration
C3 EMR
[d EngCORE
L3 FAS Mail
[_d FOGs Community
L FOGs Proquest
[ Halogen Software
3 Harvest Time Tracker
[_d HR - Linda.com CUPE Training -
—] Mail
ﬁ Calendar
&=| Contacts
o] Tasks
w3 @ -
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https://www.winzip.com/win/en/prodpageec.html
https://www.apimac.com/

b. Click on Courier to select “WinZip Courier Options”. Click on “Encryption Options”.

Attach and send larger files - up to 2GE per email

4

Attachments

ZipSend options...

Automatically zip attachments or resize photos

Attachment options...

Automatically password protect your attachments

Encryption options...

Check for Updates
How often should Courier check for updated versions?

@, Lipdate options...

Registration
r Enter your registration code to activate Courier

Registration...

Purchase...

c. Ensure that “Encrypt attachments when zipping” is checked and select “256-Bit AES” as the Encryption
Method. Then click on OK.

Encryption

[] Encrypt attachments when zipping

Encryption method

(®) Zip 2.0 compatible (Legacy Compatibility)
(O} 128-Bit AES (strong)
(C) 256-Bit AES (stronger)

INFORMATION TECHNOLOGY 11 i
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d. Inthe WinZip Courier Options window, click on “Close”. We are now ready to start encrypting
attachments on the fly.

Attach and send larger files - up to 2GB per email
l.& ZipSend options. ..

Attachments
— Automatically zip attachments or resize photos

Attachment options. ..

Automatically password protect your attachments

Encryption options...

Check for Updates
How often should Courier check for updated versions?

Update options. ..

Registration
= Enter your registration code to activate Courier

% Registration...

Purchase. ..

e. Within Outlook, click on New Email, select your recipient/s, enter your subject and your message body,
and click on “Send”.

Test Courier Encryption - Message (HTML)

Message Insert Optigns Fon Text Revigwr Courjer

G —

canion (gog » |11 N =i . | @ ‘gﬂ - 1 Attach File s G Zip Attachments| ¥ Follow Up -
=0 Attach Item W ZipSend + ¥ High Importance

Address Check Attach M

Book Names | 2% Signature Large File [ Resize Images = § LowImportance

Basic Text ) Names Include WinZip Courier Tags

avtromba@mail.ubc.ca

Carson, Larry;

Subject: Test Courier Encryption

Attached: ] cyrrent Working Draft Encryption Tools revision.doot (1 M)

Larry,

I am testing out WinZip Courier which will zip and encrypt the attachment

Alan Tromba

Senior Systems Analyst , Information Security Management
Information Technology | Engage. Envision. Enable

The University of British Columbia | Vancouver Campus
Tel: 604.827.1410

INFORMATION TECHNOLOGY 12 i
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f. Provide a strong password and ensure the Mask Password box is checked.

PASSWORD POLICY: Password must be at least 8 characters long.

Enter password:

Be-enter password ffor confimation):
—

Mask password

g. Select OK and your message will be sent with a compressed and encrypted attachment.
h.  When completed this dialogue box will appear, select OK to complete the process. Your files are zipped
and encrypted.

r

Add Complete

‘our files have been added, The files will be compressed and encrypted
when saved.

Space Savings: 290,58 KB {1%:)

Tokal Files 4
Total Size of Files:
Before Compression: 26.61 MB
After Compression: 26,32 MB

Criginal  Compressed
Size  Size

[Joo nat display this dialog box in the future,
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Appendix A — Encryption Product Summary

Product Version Windows Availability
Microsoft 2007 or Yes Yes 2008 No UBC Site License
Office newer only
7-Zip 9.20 Windows 7/  No Command
Vista / XP / line version
2008 /2003 / for Linux/Unix
2000/ NT /
ME / 98
AES Crypt 3.08 Yes Yes Yes
WinZip 9 ornewer Yes Yes No
WinZip 4.0 32 Bit Office No No
Courier only

Related Documents
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https://it.ubc.ca/services/desktop-print-services/software-licensing
https://it.ubc.ca/services/desktop-print-services/software-licensing
https://it.ubc.ca/services/desktop-print-services/software-licensing
https://www.7-zip.org/
https://www.aescrypt.com/
https://www.winzip.com/win/en/
https://www.winzip.com/win/en/
https://www.winzip.com/win/en/prodpageec.html
https://www.winzip.com/win/en/prodpageec.html
https://universitycounsel-2015.sites.olt.ubc.ca/files/2019/08/Information-Systems-Policy_SC14.pdf
https://universitycounsel-2015.sites.olt.ubc.ca/files/2019/08/Information-Systems-Policy_SC14.pdf
https://cio.ubc.ca/sites/cio.ubc.ca/files/documents/standards/Std%2005%20Encryption%20Requirements.pdf
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